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Solutions and plug-ins for Jamf's
ecosystem of products built by Jamfs.

Jamf Concepts




IMPROVE JAMF PRO INTERFACE ®

O _" macOS Configuration Profile: X + v
< C M 2% arminbriegel.jamfcloud.com/OSXConfigurationProfiles.html ) * ¢ Lo ) ®
Jamf Extender oA S B
o Computers

0
0 O Computers

Configuration profiles
- Smart Group

o Filter results ; New ¢ load 8
(b Inventory Q# ] 1-250f25 + W M Up 28

- quickly show members g Seoreninventen

(/ Compare Profiles \:-
Search volume : :

- ShOW Where Used = comen NAME ' LOGS I COMPLETED | PENDING s FAILED I SCOPE s
O Licensed software
o o v Security
PO' 'C ' es @ Content management
5 Policies FileVault Payloads View 7 0 0 Prestage-Default
" C T
- Warn I ngs' ShOW SCOpe Configuration € Login Window — Scope Setup Manager
profiles Login Window View 1 0 S b
[ ]
. inished
Pr0f||es Software undates o PAYLOADS Setup Manager Finishe
MacBook-GF3EBQ VFGF3EBQOSF

Restricted software ey MCX

= S hOW payload S, SCO pe, Com p I eted Payload Login Window: Global Preferences

Mac apps
Screen Saver  Login Window: Screen Saver Preferences

Jamf Security Cloud, Jamf Protect cognindon Login Window

MUT file upload/download '
%

Setup Assistant  Login Window: Setup Assistant

v Software

SSO

JamfCE - Entra Nag scope define
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JAMF PRO API SIMPLIFIED

jamf-cli

Secure Credentials
Endpoint calls
Jamf Pro

Jamf Protect

Jamf Platform
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JAMF SECURITY ORCHESTRATION, AUTOMATION AND RESPONSE ON THE GO!

remediaSOAR -

9)
[

10:05

£ Alerts

O O Ot
v Assign to Group

Streamlined way to: nProgress  Resolved

© ThreatMatchExecEvent

[ J
- V'QW New Johnny's MacBook Pro

09/04/25 09:47 macOsS 1561
- Fliter

¢) ReverseShellZSH

Resolved Johnny's MacBook Pro
- F|ag 09/04/25 09:39 macOS 15.6.1
ReverseShel CommandAndScriptinginterpreter MITREat

all macOS security alerts
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& Medium Aftermath =
Date API: Isolation and o
12/14J2023 21:57 Remediation

Description Clear LaunchAgents =0
LaunchAgent creater and Daemons
Remediation Isolate from Network E9
This analytic is prime

you've determined ! Notify User =9

is malicious, remove .
the malicious binary in which it is attempting to run at
startup.

LA 1Joshua’s Test MacBook Pro

Model
MacBookPro17,1

Serial

QO2FP58ZQOFP

macOS Version
Version 14.1.2 (Build 23B892) D Copy




ENROLLMENT AND FIRST LOGIN

Setup Manager Setup Checklist beta

# Mac Admins Europe



ENROLLMENT

Setup Manager
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jamf

Welcome!

se be patient while Setup Manager configures your new MacBook Alr.

MacBook Air

- ~
\\’1 Y 2022
‘ ’ [ 4 i L L4

Chip Apple M2
Memory 16 GB
Disk Storage 494,38 GB
Serial number NCC-1701D

mac0S Tahoe 26.0.0

Network @

Download Speed 562,6 Mbps
Estimatad download time for 1 GB is

W=
Jamf Pratect Check=in

Elapsed time 1 min, 3 sec

Setup Manager
2% A \

Copyright ® 2023-2025 Jan

. - - —— n A
M | k.}l Lo ‘g’ ve 1_1

Finishing...

About this Mac... Powered by Jamf ]I‘ @

—
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lamf

Welcome!

Please be patient while Setup Manager configures your new MacBook Air.

| % O

Jamf Connect Jamf Protect

Finished — Enjoy your MacBook Air!

About this Mac...

NETWORK

Wi-Fi

IPv4
192.168.1.159

IPV6

fe80::cbc:cea/:aff1:37dc%en0
2a02:8424:a460:6a01:103¢c:6da6:9d3:270e
2a02:8424:a460:6a01:78a¢e:2038:e1f6:25a3

BANDWIDTH

Download Speed 562'6 Mbps
Upload Speed 44,2 Mbps

Estimated download time for 1 G3 is 1/S€¢€
NETWORK RELAY

® HTTP3/QUIC @& HTTP2

CONNECTIVITY

@ Intranet Maps
map.wandera.com 443 icp

@ Scripting OS X
scriptingosx.com 443 ftcp

macadmins.news 443 tcp
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MODERN DEPLOYMENT TOOL

Setup Manager
Benefits

Welcome!

W, wet ¥ >3 ’ - &
. 0 LR Sl JET AT ‘ _
- S
ia T — .
LSRR Ty S ==

. Qs - FoT ATy 27

i s o oy S : YU Mo

- ’ X . ) N : p
.. \ .

Streamlined Deployment

Customizable Workflows | o iacBook Al
' ‘ ;|1IPL°CV;|L M2 G @ é O
. @ o - -]

Mcmory 24 CB

o 04 o i y | . sk s 6 G
Simplified Management " oogrochrome || semtcormsct N poiro | semtrrotc
LT - - '—,..'

Please be patient while Setug Manager conficures your new Mac.

macS Sormmmald 50

Network @

Dowrlcad Speed 3558 Mbgs

Increased Service Opportunities

Setup Manager

Jamf Trust
XeEp4ofS

Compliance Assurance

About Th's Mac...
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INTERNATIONAL

Setup Manager
Localizations

=>K English = Norwegian

Welcome!

W, wet ¥ >3 -
- "

» - & o' A W&, .

-y . - gt

BT RO sy I e
. wow g . A
g AL T 4 » o
[ \ & !
f o 4

>

Please be patient while Setug Manager conficures your new Mac.

MacBook Air
M2 L2
Che Apple M2 G @
v o c - C

I French Portuguese -

= Dutch == Polish

Jamf Protect

Serial numbder ABC1DEFASC Google Chrome Jarf Connect Jamf Trust
macS Sormma 1450

Network @

— German Spanish . e

Setup Manager E——
Jamf Trust

= Hebrew + Swedish g -

About Th's Mac...

B [talian & Turkish 2000 PR

Custom text localization in profile
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DEPLOYMENT DASHBOARD

D ¢ localhost

Setup Manager HUD Setup Manager HUD

® STARTED ® FINISHED AVG DURATION

e Shows enrollments in real-time 70 1m21s

e [racks KPlIs
« Displays event details R ACTION QuALITY
e Charts trends

e Filters and searches

e Speed of your deployments ' I- ]

RECENT EVENTS Search All events All All madels

EVENT STARTED NISHED NETWORK SERIAL MODEL
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im localhost L 1t @ ¥ & B @ chat

DEPLOYMENT DASHB¢
Setup Manager HUD |

/
® STARTED ® FINISHED AVG DURATION ® FAILED ACTIONS

70 /0 1m21s g

97%

ENROLLMENT OUTCOMES ACTION QUALITY

RECENT EVENTS Search All events ) All models 40 event: ~ Export

EVENT STARTED FINISHED DURATION NETWORK SERIAL MODEL ACT Powered by Jamt 5

3b Mac Admins Ei
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DEPLOYMENT DASHBOARD

im C localhost

Setup Manager HUD

® STARTED ® FINISHED AVG DURATION ® FAILED ACTIONS

70 70 1m21s 9

9 7 C/‘:I)

Cloudflare

l- e

RECENT EVENTS Search All events ! All models

EVENT STARTED FINISHED DURATION NETWORK SERIAL MODEL
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ENROLLMENT AND FIRST LOGIN

Setup Manager Setup Checklist beta
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FIRST LOGIN

Setup Checklist beta
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FIRST LOGIN

Jamf Checklist

Configure your new Mac!

Suggested

Welcome

Just a few more steps to configure
your new Mac.

Confirm Default Browser
Confirm Microsoft Edge as
default browser.

Choose Mail App

Choose your preferred app for email.

Thank you
The configuration is complete. You
can re-apply these settings by runni...

Completed

# Mac Admins Europe

Choose a wallpaper
@ Complete

Choose PDF App
® Complete

s
e

Welcome

Just a few more steps to configure your new Mac.

Powered by Jamf

Continue




FIRST LOGIN

Screen Recording

"zoom.us"” would like to record this computer’s

screen and audio.

Grant access to this application in Privacy & Security
settings, located in System Settings.

# Mac Admins Europe

Open System Settings

Do you want to change your
default web browser to
“Chrome” or keep using
“Safari”?

Your default web browser opens
when you click links in places like
email messages, documents, and

other apps.

Use “Chrome”

Keep “Safari”




FIRST LOGIN

Setup Checklist beta
What does it do?

Jamf Checklist

Configure your new Mac!

Some configurations have to be done by the

Suggested
Wel
u Se r Juset acz,-ware steps to configure
your new Mac.
S C h k I - 'd 7, Confirm Default Browser
Confirm Microsoft Edge as
etup eckKlist guiaes user Eo

Cot
default browser.

Customizable branding ) e o e oo ot

+ Thank you

< t m I m %} The configuration is complete. You
US O We CO e Screen - can re-apply these settings by runni

Completed

User can re-open to re-run/re-set Choose a walparer

Configured with profile
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US.E@ (%) =T 1442

Please be patient. Configuring MacBook Pro.

iy @ O

utiluti Keynote Jamf Protect

Finished!

R

About this Mac...




FIRST LOGIN

Beta
Call to action!

Jamf Checklist

Configure your new Mac!

We test, but things may still be buggy

Suggested

Welcome

Profile schema will change

/

o, Confirm Default Browser - - ’ - | -

Long list of to-dos St o T
e
s

Choose Mail App |
H el p u S p rl O rlt l Ze Choose your preferred app for email.
Thank you

The configuration is complete. You
can re-apply these settings by runni...

Completed Welcome

Provide feed back ' ghs&iiiwahaner Just a few more steps to configure your new Mac.
®

Choose PDF App _I‘ Dy Continue
® Complete
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ENROLLMENT AND FIRST LOGIN

Setup Manager Setup Checklist beta

J

W

jamf.it/setup-manager jamf.it/setup-checklist
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APPLE BUSINESS/APPLE SCHOOL MANAGER API

ASBMULiII

”

= Dewices (1selected of 847)

s

Sarnd Kumioe Mol Froduct Nan Pradacl Type Slonge Suute Crche Yumnter Jrdar Cale Ll

DNe iPad 2 iPac Ped2n 1806 APPLE 7 20107 J.. 2ra-04an..

MacBoos Pro 10" Nac Mac2cckPrs101 255D Gi2GB MRFLE 2-06-9070.  20°5-19-11T0
Macmmn Nac Marmnil SSGET Lrkncwn RESELLER y - War.. 2 107

- MHacBeoc A Nac MuiSeckanrc 178 APPLE / S0 2023-05-C5T,

5 fzzignments Sulect womanwe.,
IMaz [24-ch, 2024) Nac Moot AL IGNED Lrkncwn RESELLER 2 2020-06-23T... 2025-07-02T..

U Device Lackup MacBook PYe (18-ne... Nac Mutd§3 178 APPLE 024-07-207..  2024-03-0AT..

{2 Ramck S1aus Mac o NS annig 53 rED 572GE MANUAL
MacBoos Ar Nac MacZcokNric,d #5050 Lrkncwn RESELLER ‘ Fa WT... 20 1] O Vol NacEook 2o [13-inch, X
A a n d C Ll tOOI ‘ Mac miri (2023) Nac Maz 412 51268 APPLE 2 ZAT.. 24-03-07T.. Famite A
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A o . 1Fad 1Fac F AZ5IGNCD 25 MFFLE ‘ 2N2-07-49T 202G6-08-027

MacBooe e 13" Nac MacScckiva2,2 S00G3 APFLE S 201406057 200219170

credentials secure in Keychain e B R -
a MacBoos Pra 1 Nac MacZcokFral,l #3050 32069 MNFFLE 20N-07-CET0..  20°3-17-11T0

MacBoo« e 13" Nac MacScckiPrag,2 SiLas APFLE 2307170 2002 17-1TOL.
35 iMaz 124--ch, 20220 Nac A5 IGNED MRELE 2024-26-227 2024 g
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® ’ Machoos Ar MacTa2 A5 IGED Lrkncwn RESELLER ‘ 2 0/-197T1..  202-10-UL7 .. Addsd 20A-IARTIRAG:0
MacBook Pro 151 MacookProil,f  ASScED 59260 RESELLER - 2043-19-11T0 .
Mac mr Mazmnig,] ARSI Lrkncwn RESELLER : : WM. 20Z2LE0
JOKATT.3 xrED 0003 AFFLE M3 OA71TD 200317170
Maclhivoc Pre 14 MaslookFralla 5N D Lrknown RSELLER L 207 =31 202 =10
iFad PadE N PR 12208 RESELLER 201802 12T... 2023 03.28T..

Machea<c A MasTeekhric ) RESTLLER 5 202Z2.00-"07 2072-08-107

N
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NSVGTIVE

wi 2024-00A58TMLH 002
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iFad 2 12, 153F AFFIF 2 M2 04 09T 2003 04187
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SIMPLIFIED PLATFORM SSO AT ENROLLMENT

Enroliment with PSSO

Installs profile and app at enroliment
Authenticate for enroliment
Create user from identity

macOS 26 + |dP support
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SIMPLIFIED PLATFORM SSO AT ENROLLMENT

PSSO Utility

Installs profile and app at enroliment

Authenticate for enrollment

Create user from identity

macOS 26 + |dP support
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NON SIMPLE PSSO ENROLLMENT

P.S.E.U.D.O.

+~ = Q & FriJan9 543PM

Platform SSO Registration Required

Platform SSQ is required all for Mac computers at Macjutsu.

Please click the "Continue" button to sign in and register
with Platform SSO.

Improves Platform SSO registration Single Sign-On for Mac | Platform SSO Registration Required

Platform SSO is required all for Mac computers at Macjutsu.

eX perleﬂce | Please click the "Continue" button to sign in and register

Automatically Registered with Platform SSO.

Your Mac and macQS account are registered to
use single sign-on with Macjutsu Entra ID.

Register Y A t
Enfo rce TOUCh ID Setup \g?rlﬁnirgoiugccii?tmf.|l| be registered with

Macjutsu Entra ID.

Automatically opens Platform SSO app
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SOFTWARE UPDATE WITH DDM macOS Update Required

DDM OS Reminder —

Monitors local DDM/Software Update Status 4@

Customizable Prompt to user Current: macOS 26.3

Required: macQOS 26.4

Deadline: Fri, 20-Feb-2026, 6:00 p.m.

Day(s) Remaining: -8
Last Restart: 26 minutes

Free Disk Space: 275.4 GB
(27.69% available)

KB0054571

# Mac Admins Europe

A required macOS update is now available
Greetings, Dan!

Please update to macOS 26.4 1o ensure your Mac remains secure and
compliant with Church policies.

Your Mac will begin downloading the update shortly.

To perform the update now, click Open Software Update, review the
on-screen instructions, then click Restart Now.

If you are unable to perform this update now, click Remind Me Later
(which is disabled when the deadline is imminent).

However, your Mac will automatically restart and update Today,
5:16 p.m. If you have not updated before the deadline.

For assistance, please contact Global Service Department by
clicking the (?) button in the bottom, right-hand corner.

Remind Me Later




SOFTWARE UPDATE WITH DDM

Mac Health Check

Presents service and compliance status
Silent Mode
30+ preconfigured checks

Customizable

# Mac Admins Europe

®

User: Dan K. Snelson

Computer Model: MacBook Pro
(16-inch, Nov 2024)

Serial Number: XDT8675309
System Memory: 48 GB

System Storage: 1 TB

Website

macOS Version macOS 26.3 (25D125)

Meets organizational standards

Available Updates
Thanks for keeping your Mac up-to-date Up to-date o

System Integrity Protection Enabled €2

Meets organizational standards

Signed System Volume . (-
Signed System Velume (SSV) ensures macOS is beoted from a signed, cryptographically ChéCkll‘lg —

Y protected volume.

Firewall Pending ... &

The built-in macOS firewall helps protect your Mac frem unauthorized access.

FileVault Encryption

FileVault is built-in to macOS and provides full-disk encryption to help prevent unauthonzed access Pendlng c
to your Mac

Gatekeeper / XProtect Pending ... @

Prevents the execution of Apple-identified malware and adware.

Determining Signed System Volume status ...

Wait




SCRIPTED USER INTERACTION

Swift Dialog 3 n

Install Progress Screen - Preset 2

This Enrollment includes essential productivity applications.

& o 0

Updated Documentation

macOS 26 visual style /

Inspect mode

Numbers Keynote

macOS 15 required e nstale

5 of 5 apps installed

Installation Details... Cancel m
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SETUP YOUR MAC LITE

SYM-Lite

Installing 5 Applications

Please wait while items are being processed.

Streamlined
@ A
Installomator - ’
@ NoZ
Home/WOrkBreW — B’t‘J”OI '\.f'isu;aFI Studioﬁ Code Xcode Homebrew
Jamf Pro policies
SWiftDialog 3 2 of 5 completed

Install details...
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SETUP YOUR MAC LITE

Ba seline 3 0 Baseline, by Second Son Consulting

Please stand by while we configure your settings and applications.

[ = ]
° Firefox
- No shady privacy policies or back doors for advertisers. Just a
lightning fast browser that doesn’t sell you out.

macOS 15 required WCIDROIE LiNCS | |
‘ Microsoft 365 empowers your employees to do their best work from
. anywhere In the world, together in one place.
retry behavior
_ap Slack
. o' e Slack is a new way to communicate with your team. It's faster, better
custom Curl OptIOnS organized, and more secure than email.

profile schema improvements h RENEW

Regular restarts of your computer can help keep it secure
and healthy.

- IT Utilities
e Some thinas which help us keen vour device runnina ontimallv.

Renew
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SOFTWARE UPDATE FEED

SOFA

- Website
- JSON for automations
- all Apple platforms

- can self host

# Mac Admins Europe

e®e @D v

SOFA

“ | by Mac Admins Open
W= Source

® visionOS 2

ﬁ o e = sofa.macadmins.io 8 C ® ['D

o . . How It
macOS  i0S/iPad0S  Safari  tvOS  visionOS  watchOS ¢
OrKs

2]

SOFA - Simple Organized
Feed for Apple Software
Updates

SOFA supports MacAdmins by efficiently tracking and surfacing
information on updates for macQOS, 10S, tvOS, watchOS, visionOS,
and Safari.

We're thrilled to have you here! &

s Star us on GitHub 383

0 ios/ipados 26 W 0O ios/ipados1s B ® vision0S 26
@ Safari 26




® o 0 v ( mofa.cocolabs.dev 8 C @ d] + @

SOFTWARE UPDATE FEED a2 MOFA Q Search %K Get Started  Standalone Apps MacOS AppStore  i0OS AppStore

MOFA
MOFA

Microsoft Overview
- Current Microsoft app versions and Feed For Apple k

download links Empowering Apple Devices with Microsoft Solut

= QUideS and tOOIS LL! About the Project

- removal and repair scripts

% Contribute to MOFA ‘4 Explore Other Projects

Help us enhance MOFA and its resources for the Discover more ways to get involved:

community. You can: . _
&r Check out our other projects

“\, Fork the repository and submit pull requests - Join the discussion on the MacAdmins Slack

_] Add missing details or refine existing ones ~4 Reach out for guidance or collaboration

% Report bugs and issues | |
We're here to help you make a meaningful impact.

Every contribution makes MOFA better. Thank you

for your support!
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QUICKLOOK PREVIEWS FOR CONFIG FILES

Pique

- JSON

- YAML

- TOML

- XML (Property Lists)

- Configuration Profiles (mobileconfig)
- shell scripts

- python

# Mac Admins Europe

& @ com.scriptingosx.utiluti.mobileconfig (H Open with Profile Installer

DEVICE PROFILE

Utiluti

url - type -

PAYLOAD 1
Utiluti URL Schemes

feed com.ranchero.NetNewsWire-Evergreen

mailto com.microsoft.Qutlook

Utiluti UTIs
com.apple.property-list com.fatcatsoftware.pledpro
extension:xslt com.barebones.BBEdit

public.plain-text com.barebones.BBEdit

public.shell-script com.barebones.BBEdit

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1l.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">



BEST USE OF THE VIRTUALIZATION.FRAMEWORK

Tart

= \PishiaFan Beadital i grots nes bt avecary
B S RB SR B AT RIS

- Agent Safety: Perfect for Al agents running with

fu&a.;laﬂdg’@g%gl?m@rmn@%qmte
ddNdenreshtioympass-approvals-and-sandbox, or

similar "YOLO" modes

- Custom macOS|i |ma|ges with packer
- Run commands in isolated Tart VMs that are

- fpoibpitatedasieysdeitéy enapuldinsystem.

- Automatic mounting of current directory

# Mac Admins Europe

® ® ® facon
@ Terminal Shall  Edit  View Window  Help




MANIPULATE MOBILECONFIG FILES

Contour

validate, sign, generate, normalize profiles
create PPPC, Santa, MSCP,

Notifications, Background Task profiles

# Mac Admins Europe
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CREATE AND EDIT PROFILES

IMazing Profile Editor 2.2

Payload Copy-Paste and Drag and Drop
JSON Support for import and export
Smarter signing identity handling

Newin 2.0

- Total App Setup: scan apps for settings
- Import from plist and other mobileconfig

- Export to script

# Mac Admins Europe

Claude

Claude

Desklop enterprise confliquration setlings

®  Disable Auto Updates

Auto Update Enforcement Hours
lours efare forcefully rasta g Claude t

{2 Total App Setup

Search

2 version="1.0" encoding="UTF-8*?> Unlitled-? ®

7xml version="1.@" encoding="UTF-8"7>

fXnL
2 <!DOCTYPE plist PUBLIC "-f/Apple//DTD PLIST 1.@//EN" ™
3 «<plist version="1.@">

<dict=
=xey>disableAutolUpdates</keys
<true/>

7 wfdict>
8 </plist>

@  + Add Ancther Payload

UTF-8 LF (]} XsL

&8 [




BUILD PACKAGES QUICKLY

quickpkg 2

From Python to Swift
Installer pkg
Builds distribution pkgs from apps, zip, dmg, and xip
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PACKAGE AND APP INSPECTOR

Suspicious Package Apparency

Mothers Ruin Software
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SET DEFAULT APPS

utilut

Set default apps for url schemes and file types (UTI)
Inspect file types and uniform type identifiers
List apps for url schemes and file types

Read list of default apps from file or profile
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JUST FOR FUN

emoji-list

List directory content with emojis

Useful for documentation
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¥ BoringWallpaper-1.0.pkg
Z buildBoringWallpaperPkg.sh
® payload
™ Library
™ Desktop Pictures

BoringBlueDesktop.png




Thank you!

scriptingosx.com/favorite-things




Enjoy Mac Admins Europe!

Bye




