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Glossary

ARD Apple Remote Desktop

APNs Apple Push Notification Service
Software Updates Minor Updates e.g 26.4
Software Upgrades Major OS Upgrades e.g 26.0
MDM Mobile Device Management
DDM Declarative Device Management

BSI Background Security Improvement
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Updates of Old




The Software Update Journey
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Pre-MDM Update Workflow




Pre-MDM Update Workflow

» Stability and Performance Improvements
* New Features and Enhancements

 Enhanced Hardware and File Support
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Pre-MDM Update Workflow

* Physically touch the device or use imaging
workflows

* No enforcement

* No visibility
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\Vioblle Device Management

APNS

MDM Server




VDM Update Workflow

ScheduleOSUpdateScan AvailableOSUpdates ScheduleOSUpdate

OSUpdateStatus




\Vioblle Device Management
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Deprecations
Available OS Updates peprecated

Get a list of available operating-system updates for a device.

Schedule OS Update Scan peprecated

Schedule a background scan for operating-system updates on a device. 05 9.0-26.0 | iPad0S 9.0-26.0 | Mac Catalyst 9.0-26.0 | macoS 10.11-26.0 |
macOS 10.11-26.0 | Device Assignment Services | VPP License Management tvOS 12.0-26.0 | Device Assignment Services | VPP License Management
- N
Deprecated Deprecated
Use Declarative Device Management's software update features instead. Use Declarative Device Management’s software update features instead.
8 y &

Schedule OS Update Deprecated OS Update Status Deprecated

Schedule an update of the operating system on a device. Get the status of operating-system updates on a device.
i0S 9.0-26.0 | iPadOS 9.0-26.0 | Mac Catalyst 9.0-26.0 | macOS 10.11-26.0 | i0S 9.0-26.0 | iPad0S 9.0-26.0 | Mac Catalyst 9.0-26.0 | macOS 10.11.5-26.0 |
tvOS 12.0-26.0 | Device Assignment Services | VPP License Management tvOS 12.0-26.0 | Device Assignment Services | VPP License Management
& B £
Deprecated Deprecated
Use Declarative Device Management's software update features instead. Use Declarative Device Management's software update features instead.
. J W
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Deprecations

Device Management / SoftwareUpdate

Device Management Profile

SoftwareUpdate

The payload that configures the software update policy.

macOS 10.7-26.0 | Device Assignment Services | VPP License Management

object SoftwareUpdate

Properties
AllewPreRelease If true, prerelease software can be installed on this computer.

AutomatiealbyInstall If false, deselects the “Install app updates from the App Store” option
AppUpdates and prevents the user from changing the option.

AuvtomaticallyInstald If false, restricts the “Install macOS Updates” option and prevents the
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DDM has entered the chat




DDM: CGore Pillars

Status

Declarations
Channels




DDM: Declaration Types

Declarations
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Management Activations Configuration Assets
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Declarations: Management

"Type": "com.apple.management.properties"”,
"Identifier”: "com.example.management",
"Payload": {

"AccessRights"™: 8191,

"CheckInURL": "https://your-jamf-instance. jamfcloud.com/checkin",
"ServerCapabilities": ["com.apple.mdm.per—-channel-capabilities"]

}




DDM: Declaration Types

Declarations
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Management Activations Configuration Assets
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Declarations: Activations

"Type": "com.apple.activation.simple”,
"Identifier”: "com.example.activation.softwareupdate",
"Payload": {

"StandardConfigurations": |

"com.examp le.softwareupdate.enforcement”

I

"Predicate”: "device.model.family == "Mac

}




DDM: Declaration Types

Declarations
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Management Activations Configuration Assets
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Declarations: Configuration

"Type": "com.apple.configuration.softwareupdate.enforcement.specific”,
"Identifier”: "com.example.softwareupdate.enforcement”,
"Payload": {

"TargetOSVersion": "26.4.1",
"TargetLocalDateTime"™: "2026-05-01T718:00:00",
"DetailsURL": "https://example.com/update-info"”

}




DDM: Declaration Types

Declarations
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Management Activations Configuration Assets
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Declarations: Asset

"Type": "com.apple.asset.useridentity”,
"Identifier”: "com.example.asset.useridentity",
"Payload": {

"FullName": "Jane Smith",

"EmallAddress”: "jane.smith@example.com"

}
}




DDM: CGore Pillars

Status

Declarations
Channels




Status Channels

device
device.operating-system.version
softwareupdate . . . .
device.operating-system.build-version
management device.operating-system.supplemental.build-version
diskmanagement device.operating-system.supplemental.extra-version
passcode
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Status Channels

device
softwareupdate.install-state
EnENaEeUpeate softwareupdate.pending-version
management softwareupdate.install-reason
softwareupdate.failure-reason
diskmanagement
passcode
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Declarative Device Management

APNS
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DDM and BSI




DDM and BSI

About the security content of
Background Security Improvements
for10S 26.3.1, IPad0OS 26.3.1, macOS
26.3.1,and mac0S 26.3.2

This document describes the content of Background Security Improvements.

About Background Security Improvements

Background Security Improvements deliver important security improvements between software updates
and are available only for the latest versions of i0S, iPadQOS, and macQOS. Learn more about Background
Security Improvements. Releases for which we publish security advisories are also included on the Apple
security releases page.

10S 26.3.1 (a), iIPadOS 26.3.1 (a), macOS
26.3.1 (a), mac0OS 26.3.2 (a)

Released March 17, 2026




DDM and BSI

EE WiFiCall N\

Tue 24 Mar

/
/

\

- -
,\_/ -

L@

Security Improvement Available 5m ago

I0S 26.3.1 (a) is available. You can update
now or schedule the update for later. J
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Custom Declarations

Multiple BSls exist for the

same OS version




Custom Declarations

Testing a specific build

before broader rollout




Custom Declarations

Post-incident response




Custom Declarations

I Software Updates X

com.apple.configuration.softwareupdate.enforcement.specific
Enforce software updates for your devices

i0OS 170+ iPadOS 17.0+ macO0S 14.0+ tvO0S18.4+  visionOS 26.0+

Q_ Search 8K | =

Enforcement type

[Latest (ORI ILI M Specific OS version and time

Date and time of the update
TargetLocalDateTime
Select a date and time to enforce the software update.

[B yyyy-mm-dd, hh:mm J

Target OS version

TargetOSVersion
Choose the version the device must update to.

oo |

Details URL
DetailsURL

[:] Enter a webpage URL that provides details about this update.

[ https://example.com J




Custom Declarations

Custom Declarations X

Custom Declarations

it

Custom Declarations
DeclarationBase

Custom Configuration Configure W

Kind Configuration
Channel System

Type com.apple.configuration.softwareupdate.enforcement.specific

Payload

Ilidll: IIII'
"type": "com.apple.configuration.softwareupdate.enforcement.specific",
"payload": {
"TargetOSVersion": "26.3.1",
"TargetBuildVersion": "25D771280a",
; "TargetLocalDateTime": "2026-05-1T718:00:00"
}

[ + Add item ]




DDM Explorer

O apple/device-management: X E Jamf Concepts X L

<« > C M 2% github.com/apple/device-management/tree/release I ¢

= O apple / device-management Q Type (/] to search 8 -~ + - ®

{> Code [ Pull requests @) Security |~ Insights

@ device-management Public ®Watch 160 ~ % Fork 90 +  t¢ Star 767  ~
F release ~ ¥ 2Branches O 0 Tags Q. Go tofile t Add file ~ About

Device management schema data for

m cyrusdaboo Release_i0S-18-4_mac0S-15-4 7d4bala - 2 months ago @ 17 Commits MDM
.github Release_i0S-15_mac0S-12 3 years ago [J Readme
58 MIT license
declarative Release_i0S-18-4_mac0S-15-4 2 months ago
& Code of conduct
docs Release_i0S-18-4_mac0S-15-4 2 months ago A~ Activity
: (=] Custom properties
mdm Release_i0S-18-4_mac0S-15-4 2 months ago
Y 767 stars
other Release_i0S-18-4_mac0S-15-4 2 months ago ® 160 watching
.gitignore Release_i0S-15_mac0S-12 3 years ago % 90 forks
Report repository
LICENSE.txt Release_i0S-18-3_mac0S-15-3 5 months ago
README.md Release_i0S-18-4_mac0S-15-4 2 months ago
(00 README & Code of conduct 33 MIT license VA —

Device Management Client Schema
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Custom Declarations

." Pro (0 Extender Active) Full Jamf Pro v ¢f (9 8

Blueprints / Custom SWU 26.3.1(a)

Custom SWU 26.3.1(a) (]

88 Dashboard

£ Computers 2 Describe what this blueprint is used for.
Co Devices >
23 Users N Status Scope - Recent activity
Incomplete Not configured Just now Never
== Blueprints Define scope Select groups to begin configuring this blueprint Last updated Last deployed
@ Compliance
{3 Settings Components library All v J Components in this blueprint
& Extender Q_ Search 3K Activation: @status(device.operating-system.family) == 'macQOS" '
- Accessibility a
—C
o .
com.apple.universalaccess Legacy payload E Custom Declarations Configuration
% - Accounts 2
—
- com.apple.MCX.Accounts Legacy payload
8 AirPrint NE=1e
com.apple.airprint Legacy payload
App Lock
pp 0o
com.apple.app. lock Legacy payload
- App Store -
==
com.apple.appstore Legacy payload
) Audio accessory settings [:] E]
com.apple.configuration.audio-.. Configuration
Autonomous Single App Mode a
@ Resource center . com.apple.asam Legacy payload
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Key Takeaways
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DDM & Beyond
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Key Takeaways

Real Time
Visibility

Automated
Software
Update

Failure
Detection

The Future Is
Now




4 jamf - -
09:41N\ all ¥ @@

REDUCING THE FRICTION , Welcome to
Upgrade Manager

I nt rOd U Ci n g U pg rad e M an ag e r | Remotely schedule OS updates across your iOS,

iIPadOS, and macOS fleet—right from your
iPhone, iPad, or Mac. Just pick a date, pick a
time, and tap to confirm.

Available in Private Beta

Upgrade Manager is a Universal app built to streamline

° Monitor the upgrade process
@ View upgrade status in real-time and receive

Software Update management for Jamf Pro environments. e e,
Keep track with widgets
. . Always have an eye on your deployment with
* Identify out-of-date devices e

* Schedule device upgrades at scale

Upgrade Manager is built with security in mind. Sensitive
* Monitor progress in real-time e T cacurely i the Keyehain. o o roree

Jamf Concepts User Agreement...

* Take action when things fail

Right from the device you use everyday!
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https://jamf.it/UpgradeManager
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