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Glossary
ARD Apple Remote Desktop

APNs Apple Push Notification Service

Software Updates Minor Updates e.g 26.4

Software Upgrades Major OS Upgrades e.g 26.0

MDM Mobile Device Management

DDM Declarative Device Management

BSI Background Security Improvement



Updates of Old
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Pre-MDM Update Workflow



• Stability and Performance Improvements

• New Features and Enhancements 

• Enhanced Hardware and File Support

Pre-MDM Update Workflow



• Physically touch the device or use imaging  
workflows

• No enforcement

• No visibility

Pre-MDM Update Workflow



Rise of the MDM



MDM Server

Mobile Device Management

APNS



ScheduleOSUpdateScan OSUpdateStatusScheduleOSUpdateAvailableOSUpdates

MDM Update Workflow



MDM Server

Mobile Device Management

APNS



Deprecations 



Deprecations 



DDM has entered the chat
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DDM: Core Pillars
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Status Channels

management

device

softwareupdate

diskmanagement

passcode

device.operating-system.version

device.operating-system.build-version

device.operating-system.supplemental.build-version

device.operating-system.supplemental.extra-version



Status Channels

management
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MDM Server
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DDM and BSI



DDM and BSI



DDM and BSI



Custom Declarations

Multiple BSIs exist for the 
same OS version



Custom Declarations

Testing a specific build 
before broader rollout



Custom Declarations

Post-incident response



Custom Declarations



Custom Declarations



DDM Explorer



Custom Declarations
Coming Soon



Custom Declarations
Coming Soon



Takeaways



DDM & Beyond

Key Takeaways



Lack of Failure 

Detection

Key Takeaways

DDM 

is the Future
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Failure 
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The Future is 
Now



Upgrade Manager is a Universal app built to streamline 
Software Update management for Jamf Pro environments.


Introducing Upgrade Manager 
Available in Private Beta

R E D U C I N G  T H E  F R I C T I O N

• Identify out-of-date devices 

• Schedule device upgrades at scale


• Monitor progress in real-time 

• Take action when things fail


Right from the device you use everyday!



Beta Program
U P G R A D E  M A N A G E R

• Join the TestFlight Private Beta


• jamf.it/UpgradeManager

https://jamf.it/UpgradeManager


Thank You


